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DETAILED ACTION 
Priority 

1 . No claim for priority has been made in this application. 

The effective filing date for the subject matter defined in the pending claims in 
this application is 1 1/20/2001 . 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraph of 35 U.S.C. 102 that 
forms the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21 (2) of such treaty in the English language. 

2. Claims 1 - 10. 15, 16, 27 - 36, 41 , 42, 53 - 62, 67 and 68 are rejected, under 35 
U.S.C. 102(e) as being anticipated by Bates (Patent Number: 6785732), hereinafter 
referred to as Bates. 

As per claim 1, 15, 27, 41, 53 and 67, Bates teaches a method for protecting 
users from Web sites hosting computer viruses comprising the steps of: 

receiving information identifying a Web page selected for access by a user 
(Bates: see for example, Figure 9 Element 910); 
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determining whether the Web page is hosted by a Web site that is included in a 
database of Web sites related to computer viruses (Bates: see for example, Figure 9 
Element 920 and Column 10 Line 59 - 63); and 

allowing access to the Web page based on whether the Web page includes a link 
to a Web site that is included in the database (Bates: see for example, Figure 9 Element 
922). 

As per claim 2, 28 and 54, Bates teaches the claimed invention as described 
above (see claim 1 , 27 and 53 respectively). Bates further teaches preventing access 
to the Web page before determining whether the Web page is included in the database 
(Bates: see for example. Column 8 Line 52 - 54). 

As per claim 3, 5, 29, 31 , 55 and 57, Bates teaches the claimed invention as 
described above (see claim 1, 4, 28, 30, 54 and 56 respectively). Bates further teaches: 

allowing access to the Web page, if the Web page is determined not to be 
included in the database (Bates: see for example, Figure 9 Element 950 & 916); and 

continuing to prevent access to the Web page, if the Web page is determined to 
be included in the database (Bates: see for example, Figure 9 Element 922). 

As per claim 4, 30 and 56, Bates teaches the claimed invention as described 
above (see claim 1 , 27 and 53 respectively). Bates further teaches allowing access to 
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the Web page before determining whether the Web page is included in the database 
(Bates: see for example, Column 8 Line 45 - 54). 

As per claim 6, 32 and 58, Bates teaches the claimed invention as described 
above (see claim 1 , 27 and 53 respectively). Bates further teaches generating the 
database of Web sites related to computer viruses (Bates: see for example. Figure 10 
Element 1040 and Column 6 Line 10 - 20). 

As per claim 7, 9, 33, 35, 59 and 61 , Bates teaches the claimed invention as 
described above (see claim 6, 7, 32, 33, 58 and 59 respectively). Bates further teaches 
extracting, from a first Web page, a link to a second Web page; fetching the second 
Web page using the link; scanning the second Web page for computer viruses (Bates: 
see for example. Column 10 Line 59 - 63) and storing information relating to a Web site 
that is hosting the second Web page in the database (Bates: see for example, Column 
1 0 Line 62 - 63 & Figure 1 0 Element 1 040). 

As per claim 8, 10, 34, 36, 60 and 62, Bates teaches the claimed invention as 
described above (see claim 7, 9, 33, 35, 59 and 61 respectively). Bates further teaches 
the stored information includes information identifying the Web site that is hosting the 
second Web page and information identifying any computer viruses that were found in 
the second Web page (Bates: see for example, Column 10 Line 62 - 63 and Column 12 
Line 39 - 47). 
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As per claim 16, 42 and 68, Bates teaches the claimed invention as described 
above (see claim 15, 41 and 67 respectively). Bates further teaches extracting, from 
the first Web page, links to other Web pages (Bates: see for example, Column 10 Line 
59 - 63); and determining whether the other Web pages are hosted by Web sites that 
are included in the database (Bates: see for example. Figure 9 Element 920 and 
Column 1 0 Line 59 - 63). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

A person shall be entitled to a patent unless - 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1 1 - 1 4, 23 - 26, 37 - 40, 49 - 52, 63 - 66 and 75 - 78 are rejected 
under 35 U.S.C. 103(a) as being unpatentable over Bates (Patent Number: 6785732), 
hereinafter referred to as Bates, in view of "Virus Alert, 02/21/2001" UVA Information 
Technology and Communication, hereinafter referred to as UITC. 
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As per claim 11, 13, 37, 39, 63, and 65, Bates teaches the claimed invention as 
described above (see claim 6, 1 1 , 32, 37, 58 and 63 respectively). Bates further 
teaches: 

extracting, from a first Web page, a link to a second Web page (Bates: see for 
example. Column; fetching the second Web page using the link; and scanning the 
second Web page for terminology relating to computer viruses (Bates: see for example, 
Column 10 Line 59 -63); 

reviewing content of the second Web page to determine whether a Web site 
hosting the second Web page is virus hosting (Bates: see for example, Column 2 Line 
10-13). However, Bates does not disclose expressly the Web page is virus hosting, if 
the Web page includes terminology relating to computer viruses. 

UITC teaches the virus checking /scanning is conducted based on the 
terminology relating to computer viruses (UITC: see for example, Page 1 , Brief 
Summary, Line 9-11: UITC teaches virus alert is created based on the detection of 
generated worms such as VBS.Vbswg.gen, which is interpreted as one of special 
terminologies and naming conventions used by virus detection software. The PREFIX 
denotes the platform on which the virus replicates or the type of virus - i.e. VBS 
represents Visual Basic Script where viruses are written using VBS programming 
language and the NAME denotes the family name of the virus - i.e. vbswg, worm 
group). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of UITC within the system of Bates 
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because UITC teaches providing a mechanism for virus alert and detection software 
(UITC: see for example, Line 1 - 4). 

Accordingly, Bates in view of UITC teaches reviewing content of the second Web 
page to determine whether a Web site hosting the second Web page is virus hosting, if 
the second Web page includes terminology relating to computer viruses. 

Bates further teaches: 

storing information relating to the Web site that is hosting the second Web page 
in the database (Bates: see for example, Column 10 Line 62 - 63, Column 6 Line 10 - 
20 and Figure 1 0 Element 1 040). 

As per claim 12, 14, 38, 40, 64 and 66, Bates in view of UITC teaches the 
claimed invention as described above (see claim 1 1, 13, 37, 39, 63 and 65 
respectively). Bates further teaches the stored information includes information 
identifying the second Web page and information identifying any computer viruses that 
were found in the second Web page (Bates: see for example. Column 10 Line 62 - 63 
and Column 12 Line 39-47). 

As per claim 23, 25, 49, 51 , 75 and 77, Bates as modified teaches the claimed 
invention as described above (see claim 18, 23, 44, 49, 70 and 75 respectively). Bates 
further teaches: 

extracting, from a first Web page, a link to a second Web page (Bates: see for 
example, Column; fetching the second Web page using the link; and scanning the 
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second Web page for terminology relating to computer viruses (Bates: see for example, 
Column 10 Line 59-63); 

reviewing content of the second Web page to determine whether a Web site 
hosting the second Web page is virus hosting (Bates: see for example, Column 2 Line 
10 - 13). However, Bates does not disclose expressly the Web page is virus hosting, if 
the Web page includes terminology relating to computer viruses. 

UITC teaches the virus checking /scanning is conducted based on the 
terminology relating to computer viruses (UITC: see for example, Page 1, Brief 
Summary, Line 9-11: UITC teaches virus alert is created based on the detection of 
generated worms such as VBS.Vbswg.gen, which is interpreted as one of special 
terminologies and naming conventions used by virus detection software. The PREFIX 
denotes the platform on which the virus replicates or the type of virus - i.e. VBS 
represents Visual Basic Script where viruses are written using VBS programming 
language and the NAME denotes the family name of the virus - i.e. vbswg, worm 
group). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of UITC within the system of Bates 
because UITC teaches providing a mechanism for virus alert and detection software 
(UITC: see for example, Line 1-4). 

Accordingly, Bates in view of UITC teaches reviewing content of the second Web 
page to determine whether a Web site hosting the second Web page is virus hosting, if 
the second Web page includes terminology relating to computer viruses. 
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Bates further teaches: 

storing information relating to the Web site that is hosting the second Web page 
in the database (Bates: see for example, Column 10 Line 62-63, Column 6 Line 10 ^ 
20 and Figure 10 Element 1040). 

As per claim 24, 26, 50, 52, 76 and 78, Bates in view of UITC teaches the 
claimed invention as described above (see claim 23, 25, 49, 51 , 75 and 77 
respectively). Bates further teaches the stored information includes information 
identifying the second Web page and information identifying any computer viruses that 
were found in the second Web page (Bates: see for example, Column 10 Line 62 - 63 
and Column 12 Line 39-47). 

4. Claim 17 - 22, 43 - 48 and 69 - 74 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Bates (Patent Number: 6785732), hereinafter referred to as Bates. 

As per claim 17, 43 and 69, Bates teaches the claimed invention as described 
above (see claim 16 respectively). Bates further teaches hosting the first Web page, if 
the first Web page includes no links to a any Web pages that are hosted by a Web site 
that is included in the database (Bates: see for example. Figure 9 Element 950 & 916). 

Bates does not disclose expressly refusing to host the first Web page, if the first 
Web page includes a link to a Web page that is hosted by a Web site that is included in 
the database. 
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However, it would have been obvious to a person of ordinary skill in the art at the 
time the invention was made to modify Bates to refuse hosting the first Web page, if the 
first Web page includes a link to a Web page containing virus because (a) Bates 
teaches highlighting the bad link (containing virus) in a particular color or providing a 
text bubble message, which can be interpreted as another form of expressions refusing 
to host the web site in a normal way (Bates: see for example, Column 1 1 Line 13-16) 
and (b) Bates also teaches the database information includes the number of times the 
virus was detected, the origin of the virus, etc and stop providing the associated 
services to the related source due to excessive viruses detected (Bates: see for 
example, Column 12 Line 37 - 58), where the service should be obvious to include the 
web pages besides the email service (one example) as taught by Bates (Bates: see for 
example, Column 2 Line 10 - 13: the virus checking for those services including email, 
file download and web site). 

As per claim 18, 44 and 70, Bates as modified teaches the claimed invention as 
described above (see claim 17, 43 and 69 respectively). Bates further teaches 
generating the database of Web sites related to computer viruses (Bates: see for 
example, Figure 10 Element 1040 and Column 6 Line 10 - 20). 

As per claim 19, 21, 45, 47, 71 and 73, Bates as modified teaches the claimed 
invention as described above (see claim 18, 19, 44, 70 and 71 respectively). Bates 
further teaches extracting, from a first Web page, a link to a second Web page; fetching 
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the second Web page using the link; scanning the second Web page for computer 
viruses (Bates: see for example, Column 10 Line 59-63) and storing information 
relating to a Web site that is hosting the second Web page in the database (Bates: see 
for example, Column 10 Line 62 - 63 & Figure 10 Element 1040). 

As per claim 20, 22, 46, 48, 72 and 74, Bates as modified teaches the claimed 
invention as described above (see claim 19, 21, 45, 47, 71 and 73 respectively). Bates 
further teaches the stored information includes information identifying the Web site that 
is hosting the second Web page and information identifying any computer viruses that 
were found in the second Web page (Bates: see for example. Column 10 Line 62 - 63 
and Column 12 Line 39-47). 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Longbit Chai whose telephone number is 571-272-3788 
The examiner can normally be reached on Monday-Friday 8:00am-4:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R Sheikh can be reached on 571-272-3795. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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Examiner 
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